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o the wain Function oF the link layer
probocol s to vev a frame from one
subnet and forward the Frame to another
subnet towards ,t\?;e dst of the pkt
canktained in the Frame
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cwhen a net_ink .sends.. 2 Frame on_a subnet,
the frawme 1s sent Yo every other neb_inkt
attached to the subnek

eeach net_ink has a unique world-wide
MAC address |

o€ach frame (sent on :a subnet) has a header,
This header contains| the dsk MAC address
of the wnet ._inkt 'Hf\all: should vev the Crame
after ik is  sent o;n the subnebt
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_eeach net.int has a2 unique TP address

o the TP address consisks of & Bytes:

integer” in range £0..2%557

o broadcask TP address is 255.255.285.255
o 1P addresses can \oe changed by software

and Can be used in routing TP pkks

between Youkers
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o €2ch net.int Was 2 unique MAC address

. the MAC address consisks of 6 Bytes.
Each byte is writken as 2 hexadecimal
values in the range O..F

e broadcast MAC address is FF_FF_ ___FF

e MAC addresses are Ffixed in hardware
and can be used in rouking link Crames
between switches in  switched Ethernets



| _Frame Headers g1
o2 Frame header has 5 fields:
I.src MAC address 6 Bytes
2.dst MAC address 6 Bytes
3. bype of data in Data Field 2 Bytes
4 Data is ,e]t\ne.lr an,,IBp.kh,or
or an_ARP (query

ar_response) msg
5. Cgcltc Redundanca Check (CRC) 485t€5
,g
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o before a net.ink sends a Frame over_asubnet’

the net _int compuﬂes the expected value
of the CRC field in the frame header

e when a nebt_int revs a Erame Cram aSubhet,
ik (1) camputes the expected value of the
CRC Field, (2) compares +ais expec\;ed|w‘ukh
the revd value oF.; the CRC Field, (Yalue
and (3) concludes j:\nat the rcvd Frame
iS_Corvupkted (and.;-s.\n_g_ul.d be discarded)
itf the expected and rcvd values do
nokt match, |
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e each link layer has one subnet, Because
subneks come in d\iFFer.e nt technologies
(e.g. suwitched E+he§r nets, wireless Efhernets,
_phone lines, T\ ca&j:\es, amd sakellite

links), the archt l:ecl-.mre. of a link layer
depends on the a%‘r,ch'ti:ec,tu_re of iks

subnekt. —

....From Nialu__onsy we i.-Fo.c.u.s. on .\.in\»s ,._l_,a._g.e_r.s )
whose subnels are Switched Ethernets
(SEs)
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enotation: SE:Swiktched Ethernet
S ,S'-. s.wi‘litches
M, % U - hosts
R: router

e topology of SE is a tree

. attached to each Elthernet seqment are two
computers, at leask one of them is swikch,
and 2%t most one of them is host or router
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ror rou\:er R'z. ko Send an 1P pkt to a hoskt
whose 1P address is H, R2 needs to encapsulate

the pk\: n_ 2 F.r,amé_ _whose sre MAC address

is _the MAC address of R2, and whose dst

MAC addvress s \:\n%e MAC address of H

® Pr.o,b_\_em :

How does

R2 know the MAC address of Hp.

Y SO‘UE|°“

Use 2 s\:eps oF Add\'ess Resolutgou ProioCal
(AR P) |
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o R2 broadcasts ay ARP query encapsulated in
a2 frame to all computers attached to SE
ko which R2 and H  are attached

e header of encaPSul.a'l:ing_.Prame.:A
sre MAC address = MAC address of Rap

dskt MAC address :: FF_.._FF
.~ (broadcast MAC address)

Data : :.' ARP query askins For
__the MAC address of the
. compuker whose TP
__address is H



Step 2 of ARP 37

scach computer attached Lo the SE wevs a
copy of the ARP query that Rz broadcasted,
but only the comp_ull:er whose TP address is

H gets bo reply by sending back an ARP
response to R2

o the ARP response ;s encapsulated in a
Frame whose header is as Follows:

src MAC addvess = MAC address of H

dst MAC address = MAC address of Rz
Data — = ARP response identifying

the MAC address of the

com,[bul:er whose TP
__address is H



ARP Table ag
o after R2 vesolves an IP address into iks

corresponding MAC. address, R2 stores the
fallowing enktry in lits ARP table:

(IP address, corresponding MAC add., TTL)
The niktial value oF T TL S 20 minukes

sunktil the value of TTL in this en\:r5
expires, R2 uses {:]ms enkry Yo resolve the
1P address into d:s carresponding MAC
address |

o when the value of iTTL.'m this entry
expives, R2 uses ﬁ\RP to resolve the IP
address into its corresponding MAC
address, and the cycle repeats

|
+
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ecach swiktch in SE;..Inas a ‘sw'ul-clni.nﬂ table.

_MAC address B
Hi M1 f/oF H1 is M4, M3| H3
; ; Bat
H2~T—— — , [ P "‘—L =
_ z_ S I S | M| Hé
T 2| 2

| [ms]r

. J—_I RFest‘

s prngal

! Inf_gr.

° switching table oFf Su.z.ihc,h S ‘m..._{-_h.e above
_SE: |

dst MAC addv. _in\_‘_el_rFace oFS to TTL
reach dst MAC add.
[ SR I
M2 |
M3 3
M4 3
M5 3

einitially, the switching tables of all switches
_are_all emplty



Scenario to Fill Switching Tables of S and g’
orefer to previous slide ... | 100

e if host H2 sends a frame (src=M2,dst=-Ma4)
over interface 2 of S, then entry (M2,2 ,masTTL)
s added to kable of S and Crame (M2, My)
is broadcasted to interfaces 4 and 30fS

o frame (M2,Mu4) %o interface 4 is discarded
by host H4, and Frame (M2,Mu) ko intefaces
is revd by S°, then enktry (M2 4, max TTL)is
added ko table of S', and Frame (M2,M4)
is broadcasked to interfaces 4,2,and 3 £

o Frame (M2, Mu) to interfFaces 4 and 3 are
discarded, and frame(M2,Mu) ko interface2
is revd by its final dst host H4

ewhen T TL in any entry of g Swikching
table becomes O, then +this entry is
discarded from the table,



Data Centers 101

«cach Inkternet company (e.g. Google,
_MichSQFL-_, D) has la massive data center
with about 10° hosts to supporb
processing disl:inci‘i AP\alica.\-’nons, such as
—web, emai\,,search, in _the company

o the b_uil,d.ing b.‘ocki of a data cenkter is
SEs

o the architecture of each data center s
2 trade secret but can be roughly
_represented as follows s

|
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!

o €ach .app\lga\;"ton,_ t}).at is_supporkted by the
daka center, is assigned a well_known

public 1P addrﬁe_ﬁ?s_.

o 2ny client C, that needs a service From
an__application Apﬁ, sends a request Rq.
to the public TP address oE_Q.p.,p, and
laker vevs tesponse packets From the
—public TP address of App as follows

\
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loashen clienk C sends a request Rq , whose
src is C and whose dsk is the public IP
address of application App, Rq is divected
to a2 load balancer B for App

2. when B rcvs Rq, it performs 4 tasks : (DB

__wmodifies sr¢ of Rq‘ to become B, 2y B
modifies dst ofF R_q to  become a private
hosk H (knowwn only to B and is capable of
performing  the vequest), (3) B forward _
modified Rq to H, and (&) B enters Following
entry to iks NAT table

src=H became_ | src :_public P adéri
dst =8 dst= C

3. when B revs _re;:.\g Rp, ik uses iks NAT
table to update the src and dst of Re.
__Finally B forwards the wodified R? ta G



